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Fndpoint Armor

Does your organization experience any of these
common service interruptions?

.

\
Do you worry that your system security is not what it should be?
Is your cybersecurity desk short-staffed? \/ —_—
Do you have trouble finding and keeping people with the right skill set?
Are your servers, workstations, and laptops up to date and secure? \/ ——
Are your cybersecurity insurance requirements becoming challenging
to meet? \/ .
Med Tech Solutions is here to help. As a HITRUST-certified healthcare-focused \/ —‘ ‘»%r W ‘
managed services provider, we understand the challenges you face and can \
give you the peace of mind that your network, devices, and data are secure N .
and available 24/7. \
|| || || || || \
Our ITCare Teams ensure you have:
ACCESS TO THE EXPERTS
Our deep expertise in healthcare technology means you can rely on MTS to keep
your systems security and your data protected. That gives your IT staff more time for
projects that support and grow the practice.
FLAT-RATE, VALUE-BASED CARE
With our flat-rate, value-based service plans and pricing, you'll never have to worry
about unexpected costs; and the dedicated security MTS team will help you identify
vulnerable hardware to help you plan for security needs.
PROACTIVE PROBLEM SOLVING
Imagine if you could catch every health problem before it occurs. We apply this same
idea to your security, and we implement best practices we've developed over the years
to prevent problems before they surface.
ENDPOINT ARMOR SERVICE PLAN
Endpoint Armor services include:
Dedicated Security Team Security Event Notifications
SentinelOne Managed Detection and Response Security Event Detection and Resolution
Cisco Umbrella Web Filtering Cybersecurity Incident Response Team (CSIRT)/Forensic Investigation
24/7 Security Operations Center (SOC) - hourly rate of $325 applies; immediate availability if needed.
Remote Monitoring and Management Agent Patch Management
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ENDPOINT ARMOR AND ADDITIONAL SECURITY SERVICES

ENDPOINT ARMOR SERVICES INCLUDED SERVICES

Managed Detection and Response (MDR) - Anti-virus/Anti-Malware
Network Assessment

Web Filtering with built-in malicious web site blocking

24/7 Security Operations Center (SOC)

24/7 Network Operations Center (NOC)

Remote Monitoring Management (RMM)

24/7 Server and Workstation Monitoring (w/ Alerts)

Microsoft Patch Management - Servers & Workstations

3rd Party Patch Management

X X X X X X X X X X

Cybersecurity Incident Response Team (CSIRT) On-call Readiness

—
Q0
<

Remote Support and Remediation

MTS Security Available Add-on Services

Phishing Simulation

Phishing Protection via FIDO2

Password Management

Secure Single Sign-On (SSO)

Modern Endpoint Security powered by Microsoft Intune and Autopilot
Vulnerability Scans

Security Consulting

Annual Security Risk Assessment (SRA)

Security Information and Event Management (SIEM)

X X X X X X X X X X

Project Assistance

* T&M - Time & Materials, billed as usual
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